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Abstract

The growing complexity of computer systems managerhas been recognised as a key
concern in today's software industry. Autonomic gaming is an emerging field which

aims to resolve this problem by developing self-agang computer systems.

Multi-agent software systems display a higher degoé autonomicity than traditional
object oriented systems. While traditional softwsystems can be developed with specific

autonomic characteristics, these characteristesderent in multi-agent systems.

However, self-healing one of the core charactesstof autonomic computing is not
inherent in agents. The aim of this project is évelop a self-healing protocol for multi-

agent systems.
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1  Introduction

This chapter aims to provide a brief introductiontihe underlying research theories and
practices involved in this project. First the difat research areas involved in the project
are introduced, with the main objective goals othearea being outlined. Next, the

motivations behind this project are highlightedd ahen the contributions made by this

project are presented. The chapter is concluded avitoverview of the remaining chapters

in this paper.

1.1 Overview of Area

One of the growing concerns in today's softwareustdy is the rate at which the
complexity of software systems is increasing. Safavtoday has to be mobile, dynamic
and capable of providing multiple services. Theal@yment of more innovative, complex

software is limited only by our own inability to mthister such complex systems.

Failures in most software systems today have tmaeually corrected by administrators.
Due to the high level of specialised content intvgafe systems, these administrators are
often required to be experts in both the technel®gnvolved in the system and business
knowledge in order to do their jobs effectively.sdrnng their knowledge is up-to-date, and
constantly monitoring the systems for failure cangite an arduous, time consuming and

costly task (in fact software maintenance accofmts’0% of the cost of IT in industry

[1]).
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Autonomic computing is an emerging field which atpgs to address this problem by
promoting the development of systems that essgntiznage themselves. These systems
will have the capacity to manage themselves in fdee of changing requirements,
changing resources, and in the event of failurég Benefit of such systems to companies
is considerable; it greatly reduces the workloamedaby system administrators, minimises
the impact of changes and failures to the systeensusind facilitate the development of

increasingly dynamic, adaptable software which séet demands of society.

IBM introduced the concept of an autonomic systenmiMiarch 2001 as “a system that
primarily self manages given high level objectivesn its human administrators” [2]. The
inspiration for developing autonomic computer sysecame from observations of
biological nervous systems. There are numerousfitene be gained by having systems
that self-manage. In their initial proposal IBM seit four major characteristics that such a
fully autonomic system would need to display: selfffiguring, self-optimising, self-
healing and self-protecting. A number of minor auderistics were also defined. A
definition of each of the major characteristicpisvided below and a more in-depth view

of the whole area is given in section 2.

Self-Configuring refers to the ability of a systémnmanage itself in the event of changing
requirements. The system should be able to autoatigti configure itself when
components and devices are added or removed freraygtem, such that there is little or

no effect on the end user.
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Self-Healing, another core property of autonomisteyms specifies that a system should be
able to actively heal itself in the event of erranrsfailures in its internal components.
Again, the emphasis is on minimising the impactluéinges to the user so that a user can
continue working efficiently without being aware afiy of the errors that the system is

dealing with. This project primarily focuses onstiproperty of autonomic computing.

Most systems today are web-enabled and thereferacaessible by a large user-base at all
times. Although they are available at any time, tilaffic on a site during the day usually
varies, and different techniques are used to ereftiogent processing times. The capability
of a system to optimise its behaviour based onr#ugirements at specific times and

situations is called the self-optimising charast#riof autonomic systems.

System administrators need to be guard againsirigaektempts or other malicious attacks.
A self-managing system will need to be constantlylant against malicious attacks, or
faulty components behaving erroneously. The selfguting characteristic states that a

system should be able to detect and protect itséfifese situations.

The core concepts of autonomic systems are ganecagnition in the industry, and have
already been adopted by many software engineectio8& will explore in more detail the

core concepts and some of the work being carri¢thpresearch groups in the community.

Although it is possible to develop the conceptsaafonomic systems using traditional
object oriented development methods, a more pragisipproach is agent oriented

programming. Agent oriented programming is a redyi new style of software

10
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development, in which agents constitute the comgmamming construct instead of an
object. Agents are developed at a higher level ldtraction than traditional objects;
development occurs by specifying the main operatiggoals of the agent, as well as
various behaviours. The agent is then given theoresibility of deciding which behaviours

to use and in which sequence to execute themdier o achieve its goals.

An agent is defined by Wooldridge and Jenningseti@icomputer system that is situated
in some environment and that is capable of autonmnaation in this environment in order
to meet its design objectivel8]. Using this definition we can conclude thajemts are

flexible in their operations, are both reactive gnrdactive, all of which are extremely

desirable behaviours for autonomous entities.

Agent oriented software engineering then seemsta batural development environment
in which to develop autonomic systems. Agents digphore autonomicity than traditional
objects in that they control their own thread oé@xtion and therefore display a greater
level of self configurability and self optimisatioBelf-protecting and self-healing are not
inherent in agents, but will have to be factoredoyndevelopers. This project aims to
increase the autonomicity of agents by adding tbé-healing characteristic to their

autonomic behaviours.

11
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1.2 Motivation for Chosen Topic

Software plays an increasingly greater role imaafpects of society and as such there is an
increasing demand for stable, robust software. Mostmercial businesses today rely on
software at some stage of their processing cyadleh sas providing users with an

application which users can manage their own adsoun

As more aspects of business become reliant on adtwystems, the business cost
associated with software failures increases. That pwolved in dealing with software

failures is a combination of the cost of employsystem administrators to restore the
system and the loss of earnings due to downtimsingsses are currently absorbing this
cost but if this rate increases as the compleXitgaftware increases it will soon become

infeasible for businesses to support their softvegstems.

As well as the additional cost to businesses ohtaaiing software, there are many areas
of software use where it is vital that softwaregloet fail, such as medical software used in
surgery and software used on space shuttle missidres results of software failures in

these situations could be catastrophic.

As a result of the cost of software maintenancethadeed for software reliability there is
increased pressure on software companies to prostatde and robust software. Fault
tolerant and self-healing systems can no longercéesidered optional enhancement
features of software systems but are now prerdqaisiAs introduced in the previous

section, autonomic computing is a field that adskeghis shortcoming.

12
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One of the core characteristics advocated by antan@omputing is self-healing, the
ability of a system to detect and recover from t&uh its internal components. Many
systems are being developed incorporating variauls folerant and recovery techniques in
an effort to ensure the reliability of software,abrthe very least the graceful degradation of

systems.

As mentioned in the previous section one partitylopular approach is to use intelligent
agents (multi-agent systems) to monitor the stét&aalitional object oriented software
components. Although multi-agent systems offer anpsing way to achieve autonomy,
and more specifically fault tolerance and recovérig important to realise that multi-agent
systems themselves are software components anthemefore susceptible to traditional

software failings.

This dissertation explores the introduction of $wéling components in multi-agent

systems. In particular it focuses on the develogroén self-healing service that is capable

of healing the multi-agent system and itself innbatreactive and proactive manner.

13
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1.3 Contributions Made

While considering the self-healing strategies usgdsystems today, a popular approach
which can be identified is the use of agents twigethe healing function. One aspect that
seems to be overlooked is the healing of thesetadbhamselves. Agents themselves are

software entities susceptible to the same weakseassether software components.

The main aim of this project is to provide a heattbnitoring service for multi-agent
systems, and specifically for multi-agent systereplayed on the Agent Factory (AF)
platform. Agent Factory is a lightweight platformhigh provides agents with the runtime

environment, and many useful core services.

The Health Monitoring Service introduced to Ageattery provides health monitoring in
a generic fashion, allowing it to be easily adogigall applications deployed on the Agent
Factory platform. This achievement of generic duiitg was one of the key aims of this
project (the absence of which is a major drawbacknany of the comparative software

systems available today).

Although implementing a health monitoring servic&him the agent platform would
certainly make the system more robust, in effecait also be viewed as simply moving the
fault line up a level. Errors can be avoided atagplication (or platform) level but they
could still occur in the global system. The sucftdssommunication of between agents is
highly critical given the decentralised nature ainy multi-agent systems. The AF Health

Monitoring Service uses a gossiping peer-to-peéwaord which is composed of all the

14
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health monitors in the system and which enable$ émalth monitoring service in the

system to be monitored and restored if necessary.

The advantages to providing these services ap#re framework are numerous. If these
services existed at the framework level each adeployed within that framework would

automatically inherit these abilities. These sersicould also be used to internally monitor
the framework itself, proactively looking for ersotWhile it would not be feasible that the
entire framework would be able to recover from lfésalts, a certain increased level of

fault tolerance would certainly be achieved.

The main goals of this project can be summarised as
A core healing service
Generic, adaptable monitoring service
Log Monitoring in a proactive manner by anticipgtiiailures

Use of gossiping agents to provide global levebitita

15
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1.4 Thesis Outline

This section provides an overview to the remairaiehis thesis. A brief summary of each
chapter is given below, outlining the concepts he thapter, the issues faced, and the

approaches taken to resolve them.

Section 2 provides a more in-depth overview of e areas involved in this project,
autonomic computing and agent oriented computiogstart with, an historical overview is
provided of each area and then the current workroiog in these two fields is discussed.
The core principles advocated by the two researelasaare highlighted, focusing in

particular on the principles utilised in this prcije

Section 3 concentrates on the self-healing chaiatiteof autonomic computing especially
in relation to intelligent agents. It commenceshwét description of self-healing, and the
problems it attempts to resolve. A detailed vievihaf various approaches taken by systems
to achieve self-healing is provided, followed bygréical analysis of these systems. The

critical analysis also provides us with a baselinen which to evaluate the final system.

Section 4 forms the analysis and specification estafythis project. A summary of the

problem domain is reiterated, following which therieus methodologies available for use

and the reasoning behind the final approach takediacussed.

16
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Section 5 discusses the design and implementatitrecAgent Factory Health Monitoring
Service. The section starts by highlighting theakd®wn of the various parts of the project.
Each part is then considered individually with esspto the key design decisions and the

final implementation.

Section 6 presents the development of a test ragéint to evaluate the implemented health
monitoring service. The issues identified in Secti® are used as the basis for the

evaluation.

Section 7 contains the concluding remarks for tpisject, summarising the main

achievements of the project and discusses postillee enhancements to the health

monitoring service for Agent Factory.

17
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2  Background Research

2.1 Introduction

This chapter provides an overview of the two rededrelds involved in this project,
namely autonomic computing and agent oriented so#vengineering. Section 2.2 looks at
autonomic computing but due to the large surfaea af autonomic computing an in-depth
study of this is not feasible therefore a quickreiev of the different aspects of the area
are provided. To begin with the goals and propgrieautonomic computing are outlined,
followed by a detailed study of the anatomy of aoaomic entity and finishing with

citations of current work in the area.

Section 2.3 concentrates on the agent orientedctspehis project, following a similar

layout as that of the previous section. First taent Agent is defined and its properties
clarified. The use of multiple agents to achievgabal design goal collectively is explored
and the different technologies available to achithe are highlighted. The next section
looks at Agent Factory the platform used for thigjgct finishing with some examples of

autonomic systems developed using agent technglogie

19
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2.2 Autonomic Computing

2.2.1 Introduction to Autonomic Computing

Autonomic systems aim to improve the ability of garting and communications systems
to respond to changes in their environment and igordtion [1]. The autonomic
computing initiative was introduced in March 200% Paul Horn, the Senior Vice
President of IBM Research. The inspiration for antaic computing came from biological

autonomic systems [2].

2.2.2 Properties of Autonomic Systems

In their initial proposal in 2001 IBM identified weral characteristics of an autonomic

computing system. These are: -

Self-configuring: system can manage itself in theef of changing environment,
resources, and requirements

Self-healing: system can cope with failures andrerin its internal components
Self-optimising: system actively optimises its pemance

Self-protecting: system can protect itself from igialis attacks

Self-describing: system is able to describe itppse and architecture
Self-updating: system can update itself, no manymlates are required and no
downtime is incurred during the process

Self-managing: system should essentially be ablmdnage itself with little or no

human intervention

20
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The first four are highlighted as being the majelf £haracteristics. Any system that
exhibits all these properties would effectively bachieved the autonomic computing aim
of a “computer system that is able to manage itself goréy high level objectives from its

administrators [2].

In addition to specifying the characteristics ofcmomic systems, IBM also identified 5

levels of autonomy, to allow for a means for benatking and evaluation [4].

Basic — At this level all administrative tasks, ntaining the system are carried out
by IT personnel.

Managed — systems are managed centrally at oneverad locations, reducing the
load on the system administrator.

Predictive — some analysis techniques are intratjueiowing the system to
analyse its internal workings and present the tedalthe administrator who makes
the decision.

Adaptive — at this level the system is capable akimg some plans of action, based
on its analysis techniques.

Autonomic — this is the final stage, and systenthiatlevel are fully self-managing,
they are able to govern themselves given high lebgtctives and policies from

administrators.

21
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Currently there are no fully autonomic systems, aexy few truly adaptable systems [4].
Most systems would fall into the Managed level wihfew having advanced to the

Predictive level.

This section attempted to provide the user withugding in the area of autonomic
computing. For further details the user can refesefd], [5] and [6]. The next section
proceeds to describe the various elements of aonamtous entity, and sets out the

anticipated actions of such an entity.

22
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2.2.2 Anatomy of an Autonomic Entity

IBM themselves envisage an autonomic system aglmeimposed of autonomic managers
[7]. An autonomic manager is an implementationhaf tontrol loop; it actively monitors a
system resources and components so each systenomempvould have one or multiple

autonomic managers assigned to it.

Autonomic Manager

Analyze

Managed resource touchpoint

Managed resource

[7] Autonomic Manager

As shown in the diagram an autonomic manager ieerd to architecturally sit on top of
the managed component or resource. The autonommagea is responsible for adapting
the behaviour of the managed component so thahibis the self* characteristics defined
above. In order to achieve this, the manager néedeceive input from the managed
component and affect the component’s behaviour whquoired. Input is received by the
manager by the use of sensors; effectors providetaod for the manager to influence the

behaviour of the component.

The autonomic manager achieves its goal by carmyiri@ four stage process.

23
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Monitor — during this stage the monitor collects data fiitsrenvironment by the use of

sensors, user and administrator input and stoeegetavant data in its knowledge base.

Analysis is then carried out on the data collected in ttevipus stage. The monitor may
achieve this by comparing the data received to sestehresholds or data rules ensuring

that all the data is valid. Any data requiring gardar attention is highlighted.

Plan — Data highlighted in the previous stage is furtpecessed with the reasons for it
being highlighted identified, possibly by comparitgg a list of strategies or algorithms
provided. This stage might be implemented usingsaeig mechanisms or decision
making algorithms. The optimal plans are selectethfthe list and passed on to the next

stage.

Execute — this stage is responsible for passing the inédbion back to the monitored
component or resource and executing the plan stepsified previously. Notifications to

the user or system administrator are also sent.

The knowledge base is a central support unit fdioat stages. It is used by the monitoring
stage to store information on the state and enmmori that is received from its sensors.
The Analysis and Planning stages will need the kedge base to contain any preset
threshold limits, preferable strategies to be usdghrithms and decision making rules as

well as the inputted data.

24
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One of the key advantages to the autonomic managemach is that it has a specific
monitoring component rather than integrating thenitaoing with the business logic.
Another advantage of this approach is it allowsoaamicity to be added to existing
components. While any new software being developad be developed with the
autonomic characteristics in mind, it is infeasibbeexpect all software to be re-written
using this methodology. A more practical approaduld be the use of the autonomic
manager, where an external monitoring component ban appended to existing

components.

25
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2.2.3 Examples of autonomic computing

In this section we look at some of the leading geolBM, Microsoft, UCD and University

of Liverpool in this research area and the projdwty are currently involved with.

First, projects that aid in the addition of automofidehaviours to system components are
described. However, in order achieve autonomicita global system it is not enough to
have self-managing components. The entire systads® be autonomic, this means that

the underlying network and communications layeo alseds to be autonomic.

Peer to peer networking has long been acknowledgeloeing more suited to distributed
systems. Much of the research in autonomic comguises peer to peer networks instead
of traditional server client networks. Peer to peetworks have been found to be more
scalable, adaptable and flexible; all qualitiestteahance the autonomy of a system.
Traditional server client networks suffer from thajor drawback of containing a single
point of failure, any autonomic self managing sgsteannot afford to have any single
points of failure. The latter part of this sectimoks at two specific implementations of

peer to peer network architectures Pastry and @Giogsi

26
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2.2.3.1 IBM - ACT Autonomic Computing Toolkit

As mentioned earlier IBM propose using autonomicaggers to achieve autonomicity in a
system. To this end they have developed the IBMoAaomic Computing Toolkit [8] to
facilitate the enhancement of existing systemsdujreg the four major (Self — configuring,
optimising, healing and protecting) autonomic cotifmucharacteristics. The main engine
in the toolkit AME (Autonomic Management Engine) iath adds the autonomic manager
features to the specified managed resource. A negihagggource can be a server, a specific
node in the network, a database or components. A®Ivs administrators to specify

policies which govern the analysis and planningeteof the autonomic manager.

As logging remains one of the primary tools avdédaio administrators for fault detection
IBM ACT introduces the CBE (Common Based Event)alihis a standardised format for
logging errors to facilitate the automatic analysfishese logs. The Generic Log Adaptor is
another tool that is included in the toolkit ansl jurpose is to translate existing logs of
different formats, to the CBE format. The Log armdcé Analyser allows administrators to
track the error messages and logs. More detailptheations can be are provided in [7]

and [8].
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2.2.3.2 IBM - ABLE

ABLE [9] (Agent Building and Learning Environmeng another toolkit to facilitate the

development of intelligent agents using a componbased approach. The basic
components in the toolkit are AbleBeans and AbleAgie AbleAgents though are

themselves AbleBeans. The toolkit provides manytions via the AbleBean component
which can be split into 3 categories, Data, Ruled bearning. Data AbleBeans provide
data manipulation routines. The Rules AbleBeandatorthe rules, and actions of these
rules (these follow a simple if-then format). Theahing AbleBeans provide the learning

techniques e.g. back-propagation neural network.

The AbleBeans provide the core functionality aua#gato construct an AbleAgent.
Developers can add their own AbleBeans. AbleAgemes intelligent agents capable of
reasoning on set data based on rules. In an exgonpléded by IBM they used ABLE
(introduced in IBM ACT) agents to carry out the seaing tasks while using the

Autonomic Management Engine to monitor the managedurce.

ABLE [9]
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2.2.3.3 Pastry

A research team in Microsoft has proposed Pasy dichitecture for peer to peer nodes.
Pastry is a network of nodes that are self-orgagisEach node is assigned an ID when
they join the network; this ID determines theirdpe’ in the network. All nodes store
details of other nodes in the network that theyaavare of. This internal table of nodes is
built up slowly as interaction between nodes insesa The main focus of Pastry is to
provide efficient message routing. A node wishiogénd a message to another node does
not send the message directly as it may not knoerevthe actual node is, but instead the
message is sent to a node whose ID is closer toeitipient node ID than that of the
sender. Each node acts in a similar fashion, éacation meaning the message is one step
closer to its destination. If a node fails onetefneighbours will receive the message and

can deal with it or disregard it.

Although the main focus of pastry is efficient megs routing, it can also be used as a
model for object storage. Each node can storecaplon its neighbouring node(s). Any
messages intended for the failed node will therrdmeived by the neighbouring nodes
which will also contain information held by the l&ad node. The replicas can be used to

recreate the failed node.
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2.2.3.4 Gossiping

Gossiping [11] is an established technique usedqusly for distributed systems; its main
purpose is to provide a robust peer to peer daargharchitecture. In this approach there
is no central registration service, in order toreert to a gossiping network a node must be
aware of at least one other node existing in thevor&k. Each node randomly selects
another node in the network to synchronise withe iitiating node contacts the selected
recipient node and sends a replica of it to therewt. The recipient then merges its view
of the world with that sent, and sends the combwied back to the originating node. In

this way information is communicated across thevogk.

A node failure in this approach is not fatal aseatst one other node is likely to contain a

recent replica of the failed node. The failed node be recovered either by a collaboration

of all the nodes, or by using a replica on a spenifde.
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2.3 Multi-Agent Systems

2.3.1 Introduction

Agent Oriented computing was proposed as a soltitidne widely acknowledged problem
of the increasing complexity of software. The dedsaon software are increasing leading
to more complex software with even more complegrmttions; it has become difficult to
develop efficient software that meets the user'guirements particularly as these
requirements are not static. The tools currentlyilaisle to the architect and developer are

insufficient in capturing the operations of suclnpbex systems.

The Agent Oriented Software approach promotes theeldpment of software as a
collection of intelligent agents called multi-ageystems. Each agent operates with its own
thread and is able to control its internal behawnids interactions and also react flexibly to
varying conditions in its environment. The agenewited approach offers a more abstract
environment for developing software; a developer @eal with the high level behaviour of

an agent, and not worry about the intricacies efekact low level implementation.

A lot of the initial research effort has been tdime the terminology in order to provide a
common language for communicating ideas, spedyical defining an ‘agent’ and its
characteristics. A definition by Wooldridge [3] &a that ‘an agent is an encapsulated
computer system that is situated in some envirohmemd that is capable of flexible,

autonomous action in that environment in order &2nits design objectives’.
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Diagram below shows the generic architecture oagent from this definition [12]. From
this diagram we can draw certain similarities betwéhis architecture and the elements of
an autonomic entity. Both contain sensors and &ffed¢o act upon the environment, and an
internal reasoning mechanism to decide on the rtio be taken. In the autonomic
manager the analysis and planning stages corrgdtes internal control algorithm in the
architecture displayed below. We can theorise thezethat agents are in essence basic

implementations of the autonomic manager.

32



Health Monitoring for MAS Amarah Khalid

2.3.2 Agent Characteristics

With the introduction of a new field of study onfetloe first items that need to be addressed
are the definitions, characteristics and goalshef area in order to provide a reference
framework for work done. One definition of agentdiet is useful in deriving its
characteristics is one given by N.Steel in [13] wdtates that agents are entities which
‘appear to be the subject of beliefs, desires atehtions’. By this definition then agents
are intentional systems [13] whose state is defimgds beliefs and is able to formulate

some immediate plans known as its intentions teegehts desires.

An agent adhering to this definition is knows adeliberative agent, and are said to follow
a Belief Desire Intention (BDI) architecture. Ageradre assigned subjective emotions like
beliefs, desires and intentions. In this architextwld the current view of the environment
is held in the form obeliefs its plan of actioniftentions) and its main objectives are its

desires

In 1995 Wooldrige and Jennings [14] put forwardi@rdrchical structure for classifying
agents. They proposed 2 levels of agency the wedkhe strong. All agents are expected
to meet the weak notion of agency which has charstics of autonomy, social ability,

reactivity and pro-activity.
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Autonomy - agents must be autonomous to some degree. Thelddbewable to exhibit
some control over their own actions without any guilsirative interaction. Agents
therefore must contain some decision making orordag strategies. The intended action

can then be communicated to its effectors, who émeint this action.

Social ability—agents must be able to communicate with each oiag some structured
language. There are no single-agent systems, the Badvantage of agents is the
decentralised approach therefore agents on onfmpianeed to be able to communicate

effectively with each other.

Reactivity— agents must be able to react to changes in ¢éngironment or state. Agents
receive input on its environment using their sesstrey need to be able to analyse this

information efficiently and determine a course cii@n.

Pro-activity— in addition to reacting to changes in their emwinent, agents need to ensure
that they are actively advancing towards theimadtie goal. Agents should be able to work

on their own initiative to some degree.

Wooldridge & Jennings[14] also identified a few cdaeristics which would be
advantageous for agents to have, benevolencenaditio mobility collectively known as
the strong notion of agency. Benevolence is therapton that states that agents will not
have conflicting goals and will always carry oue thasks required of it. Rationality

assumes that agents will act in accordance witin thgectives and not in contradiction of
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them. Mobility is the ability of an agent to moveand its digital network, to physically

move itself from one node to another in a network.

The widely accepted protocol is that all agentstroaatain the weak characteristics but the
stronger notions of agency may be implemented asinexl. The mobility characteristic
can be seen to be especially advantageous, and stia@tggies have been proposed and
implemented for agents containing this feature. ptygularity of this has led to the coining
of the phrase mobile agent to denote an agenhtmall the required weak characteristics

and also mobility.
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2.3.3 Building Multi-Agent Systems

This section explores the tools and techniquedaMaito aid in the development of multi-
agent systems. The first subsection looks at sdntigecstandards that are applied in agent
oriented computing and then we look at some ofdéneelopment kits available. The final
subsection explores some of the analysis and désgs available for development teams

to utilise.

2.3.3.1 AOSE Standards

The primary standards organisation in AOSE is F(PAundation for Intelligent Physical
Agents) an organisation that has contributed Sicamtly to the standardisation of agent
technologies [15]. The Foundation was set up in61%9 produce some standard
specifications thatrépresent a collection of standards which are ideshto promote the
interoperation of heterogeneous agents and theiees\that they can represéini5]. The
complete details in the specification are too lai@eover in this section so a summary of

the main points is provided below.

The core specification standardised by FIPA is tacept of an agent platform, a
deployment container for the execution of inteligagents. FIPA expands on this by
specifying some core services that a FIPA-compliegent Platform should provide. These
are an Agent Communication Channel, Agent ManagérSenvice, and the Directory

Facilitator.
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The AMS (Agent Management Service) controls the &fcle of an agent, this includes
functions such as creating and terminating an ad&hite page services are also provided
by the AMS. The main role of the DF (Directory Haator) is to provide yellow page

services. Agents can register with both these sesyialthough registration with the AMS
is mandatory. On registering with the DF an ageetHies the services it provides, the DF

can broker services if requested to do so.

Each agent is allocated an Agent Communication @&ldoy the platform through which it
sends and receives messages. The Message Traispoce is responsible for distributing

messages both within and between agent platforms.

As agents are most commonly distributed acrossrakydatforms communication is a
critical concern in multi-agent systems. Ensurit@ttall agents adhere to the same
communication protocol and syntax increases inenadglity between different platforms.
To this end FIPA specifies that messages shouloh bee format specified by the FIPA
Agent Communication Language. FIPA also set outdgteds for an Agent Communication
Language. The ACL sets out the performatives (dp@ets) that can be used by agents.
The discussion of speech acts and theories isdeuthie scope of this project but more

detailed information is provided in [13].
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2.3.3.2 Development Toolkits

This section looks at some of the more widely usgent development environments, the
level of standardisation they adhere to, the dgureknt approaches they encourage, and

the tools provided to the developer.

JADE [16] and FIPA-OJ17] are both popular open source development freorics.

They are both fully FIPA compliant providing an AM& agent life cycle management, a
DF and an ACC. The programming language used by tootdeveloping agents is Java.
Both development toolkits provide a full IDE forethdevelopment, debugging and
monitoring of agents. The main difference betwed®n tivo is FIPA-OS provides a Task
Manager and a Conversation Manager to manage theusatasks and track any
communications that the agent is participatingJ?&dDE however, is gaining popularity in

the industry and is used more frequently.

The main focus in both JADE and FIPA-OS is on thgera platform and the
communications between agents, and not the inteémplementations of the agent.
Consequently agents developed in these toolkitscsilde to a reactive architecture instead
of the BDI architecture described in previous setttheir actions are triggered via events
and rules and not by an internal reasoning mechaniowever deliberative behaviours

can be added by using external libraries e.g. JABEBXJASON for JADE.
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JASON [18], another open source agent developmiattopm (mentioned above as an
external library for JADE), is an interpreter foigéntSpeak [19], one of the first agent
programming languages proposed. The AgentSpeakagroging language facilitates the
development of deliberative agents. JASON also igesvattractive development tools for
debugging and monitoring. One particularly usefwltprovided is the Mind Inspector

which gives a graphical overview of an agent’s dfgli desires and intentions at any

particular time.

All of the development platforms introduced in tisisction are open source; one popular
commercial agent development platform is JACK [2D0ACK agents follow the BDI
architecture and are developed using JACK Agengluage (JAL) which is an extension
of the Java language. As JACK is a commerciallydusgstem the suite of tools to aid
development are extensive, and support is readaylable. However, one major drawback
of both JACK and JASON are that they are not FlBfgliant and therefore do not easily

facilitate the FIPA objective of interoperabilitetoveen agent platforms.
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2.3.3.3 Analysis and Design

The use of software analysis and design tools anak Iproven beneficial to systems,
allowing developers to concentrate on the actualeld@ment aspect. Unfortunately,
traditional object oriented techniques are notadalé for use in agent oriented systems, due
to the core differences in object and agent archites. Although agents can be defined
using objects agents are defined at a higher lefvabstraction than objects, thus specific
agent oriented analysis and design tools are reduin this section we look at some of the

analysis and design tools available to the ageehtad development community.

AUML

UML is a standard design tool used widely in théveare community. AUML extends
UML by taking into account specific agent behavslike autonomy [21]. The emphasis is
on extending the various design diagrams providedML such as the sequence, protocol
and interaction diagrams by defining agent spesiéimantics for these diagramSome of

the key differences in AUML for example in the seqoe diagram is the actors are the roles in the
agent system and not the objects. The protocoratiag include additional notations to specify the
roles involved in the protocol, any constraints #melvalid communicative acts (performatives) for

that protocol.
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GAIA

GAIA is an agent oriented analysis and design noslugy proposed by Wooldridge &
Jennings in 2000 [22]. Input into GAIA is the reguments statement and its output is a
sufficiently detailed design that can be passedtonthe developer for immediate
implementation. This process is described by [Z2]Analysis and design can be thought
of as a process of developing increasingly detailedels of the system to be constructed”.

Below is a quick overview of the models produced3MA.

As can be seen from the diagram the process is asedpof 2 stages, the analysis stage and
the design stage. The analysis stage identifiekelyeroles in the system and their main

interactions, creating the roles model and the@etéons model.

The design stage outputs three models, the AgerteMdhe Services Model and the
Acquaintance Model. The Agent Model is created flaamalysing the roles model provides
and mapping an agent to one or more roles. Theicgsriodel contains all the functions
provided by the various roles. The Acquaintance &latepicts the interactions between

the agents.
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2.3.4 Agent Factory

Agent Factory is a FIPA compliant framework that wil study in more detail in this

section and is the framework used for the impleeeiiealth Monitoring Service. Agent
Factory is a development and deployment environni@ntmulti-agent systems and is
developed in Java [23], [24]. The framework carsphkt into 3 sections, the Deployment
Process, the Development Kits and the Runtime Bnment as shown in the diagram

below.

Agent Factory Framework [23]

The deployment Process is responsible for initiagighe agent container, and deploying
agents in a multi-agent system within that contaiféhe deployment process uses a
bootstrapping process to initialise the main coraiFor the purposes of this paper we will
concentrate primarily on the Development Kits ahd EIPA-compliant Agent Platform

that forms part of the runtime environment.
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2.3.4.1 Agent Platform

The FIPA compliant platform can be further dividieb its various subcomponents, the
Interpreter Manager, the Platform Services Manageecurity Module, Platform

Configuration and various other runtime and debogdools.

Platform Services Manager component contains most of the FIPA-compliancy
components like the Message Transport Service, tAjdgmagement Service and the
Directory Facilitator. Although FIPA standardisdetservices that should be available in
an agent platform, no specific specifications waton how this was to be achieved. The

Agent Factory framework implements the AMS andNES as platform services.

A facility is also provided for individual develoggeto create their own platform services,

these services would also be managed by the RtaBarvices Manager.

Platform Configuration occurs by the use of two configuration files, thiatférm

Configuration File (*.cfg file) and the Agent Platin Script (*.aps). The Platform
Configuration File specifies the configuration distdor the platform while the Agent
Platform Script creates and initialises the agehtt are to be deployed within that
platform. The configuration file defines a domaindaplatform name for identification

purposes.

The services to be created on the platform areifsgmbén the configuration file by using

the ‘SERVICE serviceAlias serviceFullyQualifiedNansgntax. The Agent Management

43



Health Monitoring for MAS Amarah Khalid

Service and the Message Transport Service can lpsob& considered prerequisites as
they must always be present in the configuratiter fin addition to listing the services
required a security policy for each service caro dis outlined. By default though, all

agents can access all services.

As well as specifying the platform services, thefwuration file is used to configure any

tools required by the platform e.g. debugger. AsAlgent Factory framework can be used
to develop agents in different programming langsa@elditional languages can be added
as plug-ins), the configuration file also needspecify the interpreter to use for the defined

agents.

This outlines the basic configuration requiredhia tcfg file for the platform container to be
initialised. The Agent Platform Script is used pesify the agents that are to be created and
deployed within the platform. This is just the iaitcommunity of agents that is created,;
agents can be created and terminated dynamicayelDpers can define two types of
agents in the script system agents and applicagents. System agents refer to agents that
form part of the platform infrastructure like théis, and application agents are ones that

contain the business logic of the system.

The interpreter differentiates between these twmedyby creating and initialising the

system agents first, allowing them to do any camfigjon they need to before the

application agents are created. Also, system aggmetdnitialised by default, while the
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initialisation of application agents is left fortleer the developer to specify or the user to

carry out using the user interface.

Agents are created in the script using the ‘CREAAGENT agentName
agentFullyQualitiedPath’ command and initialisatbran agent can be specified using

‘START_AGENT agentName’ command.

The Interpreter Manager is responsible for creating and running the intetgr as

specified in the configuration file. Th8ecurity Module manages the security policies

outlined in the configuration, controlling the sieas that each agent has access to.
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2.3.4.2 AFAPL

As shown in the framework overview diagram Agenttbey provides support for several
development kits. Of these the main programminguage is AFAPL [25] (Agent Factory
Agent Programming Language) which is used to dedigent behaviours. AFAPL follows
an architecture similar to the BDI architecturethat agents store their own mental states
in the form of beliefs, and their actions are diethby reasoning mechanisms. The main
difference is that AFAPL agents use a commitmersetlaapproach in determining their

next actions, and not desires and intentions afthaertain similarities can be drawn.

AFAPL provides several constructs to define agesihaviour, of these the two core
statements are the Belief and Commit constructghAshame Belief implies, it is used to
hold some statement that the agent believes isstueBELIEF (alive) shows that the agent
believes it is alive. Beliefs are the primary binlgl blocks for agents, their understanding
of their environment is represented by the coltettof beliefs and the entire reasoning

process is dependent on the beliefs an agent hokllparticular moment in time.

The next important construct is the COMMIT constraad this represents the agent’s
intention to do something i.e. it commits to camgiout an action. The commit statement
has four parameters, the agent for whom the comenitns intended, the time at which the
commitment becomes valid, a conditional statememthv must evaluate to true for the

commitment to be carried out, and finally the attio carry out.
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The following commitment states that the currergragat time now will ‘sayHello’ as the
‘BELIEF(true)’ will always evaluate to true.

COMMIT ( ?self, ?now, BELIEF(true), sayHello)

The two constructs can be combined together intmpéex beliefs and commitments.
Commitments can be adopted in specified conditiore similar fashion to the IF THEN

statements of many programming languages.

As mentioned, the final parameter in the commitesteent is the action to be carried out.
These actions can be defined in the agent usinc(A@BUATOR statement. The action
itself is defined as a Java class which is thekelininto the agent using the ACTUATOR
command. Actuators are the process by which agdfest or act on their environment.
The Actuator command signifies a simplex actionnghe a PLAN might be used for more

complex action sequences.

Agents also need to be able to detect change®indhvironment and in order to do this it
needs to perceive its environment. The PERCEPT@Rment provides this facility, and
again the perception is also specified in a jawssland linked to the agent using the

PERCEPTOR command.

AFAPL provides two other constructs, one is the MQIE and the second is the
ONTOLOGY. As agents only maintain their state usBwjief commands, there may be

times that data needs to be stored so it is peds&tross multiple agent iterations.
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In this context a MODULE might be used, this isiaga java class that is linked to the
agent using the command. The state variables, methioa module can be accessed by the

agent via its actuators and perceptors.

The ONTOLOGY command in AFAPL is used to link artalagy to an agent. Ontologies
can be defined using the .ont extension and thepgse is to define some of the specific
application terminology for example an agent mayetthe BELIEF(alive), the meaning of
the term alive could be captured using an ontokgy

TERM alive

DESCRIPTION Represents the fact that the ageadtvie

END_TERM
This can be used in multi-agent systems to prothéeself-describing autonomic feature;

the agent would be able to explain its actionslzigkfs to other agents.

All the above constructs are contained togethethan .afapl file that defines an Agent
Factory agent. The AFAPL interpreter then evaluatesh line in the file sequentially; one
run through the agent definition file is called iggration. These iterations are carried out

continuously for each agent in the system by tlentigpterpreter.
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2.3.5 Examples of Autonomic Multi-Agent Systems

2.3.5.1 UCD - HOTAIR

HOTAIR (Highly Organised Team of Agents for Infortiwn Retrieval) [26], [27] is an
autonomous multi-agent search engine. The systenprses of two main functions, the
information indexing and the retrieval. The infotioa indexing function is split between 3
different agents the Data Gatherers, the Translaod the Indexers. Data Gatherers trawl
the web to find documents, and pass the documentsdfonto the Translators who
translate the document into the HOTAIR Documenttair(HDF). The final step is carried

out by the Indexer agents, who index and storetceiment.

One key autonomous feature in the system is tliegefiguration; agents are not aware of
each other initially but discover other agents wheaded. This is achieved by a couple of
methods the first is by the use of brokering sawid here are broker agents that keep track

of the various gatherers, translators and indeX¥ssh agent would then request services of
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the broker e.g. a Data Gatherer agent would redhestervices of a Translator agent. The
broker agent is also periodically informed of therkdoad of each core agent, allowing it to
make informed decisions when assigning agents t& wagether. The second method of
network discovery is achieved by broadcasting; egbroadcast its requirements to other

agents in the system.

2.3.5.2 University of Liverpool - SERSE

SERSE (Semantic Routing System) [28] is an autooamilti-agent system built using
JADE that aims to provide the semantic retrievahédrmation from the web. The problem
area it addresses is the wide variety of contenthenweb, and the inefficiency of current
systems to search the large amount of data availetéctively. In order to search and
index documents SERSE requires that the documertsamnotated using ontologies.
Agents are connected to each other using the coréamighbourhood, agents handling
similar ontologies are grouped together functionallhe agent community comprises of
six agent types. The diagram below gives an arctoital view of the SERSE agents and

their interactions [28].

The Router Agent carries out the bulk of the workviding the indexing and routing
capabilities of the system. This agent also exbigaif-managing capabilities by responding
to changes in its local neighbourhood. Heartbegdtsuaed as a means of monitoring the
network; they also regularly save their state engbkelf-healing capabilities to be

implemented.
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Users interact with the Interface Agents by subngttqueries. The Interface Agents
subsequently forward these queries to the Queryalglament Agent, who decomposes the
query if required, and evaluates the concepts bguregied. These are then forwarded to the

Router Agents.

SERSE Architecture [28]

The primary function of the other agents is to supphe router agents in various ways.
The Router Management Agents manages the routemsagdistributing them across
multiple platforms, creating additional router atgeriThe Notification Agent notifies the
router agent of any changes in the ontologies,thadPortal Agent is the primary router.

All queries are routed through it, and it deciddsoh router agent should be forwarded the

current query.
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2.4 Summary

In this section we introduced the research areasimhomic computing and agent oriented
computing giving overviews of the properties andarelsteristics of each area. In
Autonomic Computing we saw that the emphasis isleveloping toolkits that introduce
autonomous behaviours to existing software comptsnand on the development of stable,
robust, scalable networks primarily by using difer algorithms in peer to peer

architectures.

In Agent Oriented Computing various groups are esilng the various stages of software
development, the analysis, design and implememtatiages. All these together will ease

the development of multi-agent systems.
Finally, we introduced two systems that exhibitcaaimic characteristics using intelligent
agents. This appears to be the growing trend [2&enand more systems are proposing

using multi-agent systems to introduce autonomiperties in their systems.

In the next section we will look at some more aotait multi-agent systems concentrating

on the self-healing aspect of autonomic charadiesis
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3  Health Monitoring

3.1 Introduction

Although autonomic computing advocates self-healisgone of its characteristics, the
concept of fault tolerance is one that was iniiglfoposed for parallel and distributed
computing. The emphasis at the time was on thee@irthdegradation of a system with
failed components to ensure the remaining noddl@network were unaffected to a large

extent.

In Autonomic Computing the emphasis has shifted teelf-healing system so not only
should a system be capable of fault tolerance tshaould also be able to recover from

those faults.

This section looks at the main health monitoringhteques used by existing software, how
these techniques achieve the autonomic charaateostself-healing, their benefits and
their drawbacks. The various strategies appliedgétfrhealing are first examined, followed
by a more detailed study of actual self-healingesys. Finally a critical analysis of the

systems studies is carried out, highlighting sofmesues this project will address.
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3.2 Self-healing Strategies

From an architectural viewpoint errors and failuttegt occur in a system can be detected at
two levels either internally within the failing cqonent itself or externally by peer
components or components specifically designed tfas purpose [30]. The former
approach is very basic and only works in limitedhditions; if a component experiences a
critical failure it may be unable to communicatéstinessage to the system. The latter
approach often an implementation of the contropldescussed earlier is the more popular

architecture in current systems and is used isysems described later.

In order to detect faults a system needs some Wegrinuously checking the status of its
subcomponents. There are two basic ways this caradhéeved 1) the individual
components can log their actions and their statengluheir execution or 2) components
can alert other components to their well-being éyding heartbeats, the absence of these

heartbeats indicates a failure.

According to Debanjan Ghosh et al [31] self-healtagn be defined as the property that
enables a system to perceive that it is not opegarrectly and, without (or with) human
intervention, make the necessary adjustments toreeggself to normalcy. The emphasis is
on the restoration of the system to its runningespaior to the error regardless of whether
this is achieved by human administrators, or by shstem itself. For the purposes of
autonomy it would be more beneficial to have a eystestore itself without human

intervention although there can be situations whigigeis not possible.
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[D. Ghosh et al further describe self-healing 8sstéage process:-
o Maintenance of healthrefers to the steps a system must take while litimging
normally to ensure the continuation of this, amsbdhys the groundwork for the

restoration process if it required.

o Detection of failure is the ability of a system to detect failures tsn gomponents

and also be able to isolate the failing componerthat it does not affect the other

components in the system.

0 Recoverystage deals with the restoration process. Thes stegystem must take to

heal the failing component, returning it to itststprior to failure.

[31] State diagram of self-healing process.
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As this strategy identifies all the core steps Ingd in the self-healing process we use it as

our principal strategy in the remainder of thissike

IBM and Cisco also proposed a self-healing systeafled the Adaptive Services
Framework (ASF) [32]. In this framework self-hea@ims achieved by a series of self

adaptive behaviours: - Monitor, Translate, AnalyBimgnosis and Feedback.

0 Adaptors monitor the log for its assigned component

o In the translate phase each log is translated @B& (Common Based Event)
format.

0 An autonomic manager then analyses the translags] &nd identifies any errors.

o During the diagnosis stage the autonomic manageksmo conjunction with the
Symptom Rule, and the Policy Engine to find an appate healing method, and
apply it

o0 Feedback stage is used to alert an external systean administrator in the event

that the error could not be healed.

Although the steps applied in this system diffemirthe stages identified by D.Ghosh, we
found that the two systems could still be equatdxk first 3 steps in the above procedure
can be equated to the maintenance of the systerstes taken by the system while it is
operating normally. The remaining two steps camthe mapped directly onto the final

two stages identified by D.Ghosh
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However, the major drawback of this system is therleead involved in terms of memory

is quite large, and increases dramatically durinvegexecution of the system.

An increasingly popular approach is to use mulgrdgsystems to provide the monitoring
capabilities for a self-healing system. In [33] thathors re-implement the Adaptive
Services Framework approach using intelligent ajearid are able to resolve a lot of the

overhead issues faced by ASF.

While using intelligent agents to monitor and hggtems is a good idea, one issue that is
often overlooked is the fact that multi-agent systevhile more flexible and scalable, are
also software components and are therefore subtepti traditional software failures. In
fact due to the inherently decentralised and higldgnmunicative nature of multi-agent
systems the possibility of an error occurring inmsopart of the global system may be

higher.
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3.3 Self-healing Systems

This section concentrates on examining a few sedlihg agent techniques. Some of the
techniques examined do not address the recovegg sthself-healing except in passing

terms but all adopt a different fault tolerancenteque.

3.3.1 Sentinel Approach

S. Hagg advocates a sentinel approach to fauktaimte in MAS, in which the application
agents are monitored by sentinels [34]. To availtlwE approach, developers first
implement the multi-agent system with all the fuoélity required. Only in the next step

then are sentinel agents introduced to the system.

Agents in this approach follow an architecture exhlthe DA-Soc architecture, each agent
comprises of 3 components, the World Model, thesBear and the Model of Interaction.
The World Model represents the state of the enwemt, basically a set of beliefs. The
Reasoner is current plan of action that the agengaing to achieve. The Model of
Interaction provides a set of plans that dictate thle of the agent. These can be

dynamically modified by the user, effectively gigian agent a new role, or goals.

All messages sent within this architecture are seatbroadcast fashion, and each agent is
responsible for responding to messages intendeitl #lit messages broadcast are analysed
by all agents who subsequently determine whethey dre the intended recipient, and

whether the interaction plan contained in the ngssaatches any of the plans in its model.
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This process is called semantic addressing andyukis mechanism agents can execute

methods (plans) in other agents without knowingnetirose methods are stored.

Sentinels being agents can also communicate wifilicapion agents using semantic
addressing, requesting information using this apgimoThis is one way it can determine an
agent’s state. As all messages are broadcast igytem, sentinels can also monitor the
communications between agents, providing anothgrtaanonitor the system. Timers are

also utilised in order to detect failed or un-resgiog agents.

As well as monitoring sentinels also provide a &pemt facility. As sentinels monitor

agents they build up models of the agents. Alsatjrsels can also copy some of the agent’s
internal beliefs to its own World Model. In this ywaentinels can monitor the internal state
of an agent as well as its actions. Monitoring ititernal state provides an early detection

mechanism for faulty agents or states of inconsete

Sentinel Monitoring [34]
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3.3.2 Event Based Fault Management for MAS

The authors in this paper [35] identify 3 aspedidanlt management that need to be
addressed by any fault management system, faudictitmt, fault isolation and fault
clearance. They propose to address this problengumn event based framework. This
event based fault management component could béenmepted by any multi-agent

infrastructure.

The principal idea is that agents generate eveyda ohanges in their state or environment.
These events are sent to an Event Manager. The earager then runs an analysis on its

received events and determines the current rurstatg of the agent.

Events are different to messages usually sent leetW#PA compliant agents. The events
are transmitted using initially CORBA structures\damore recently XML and SOAP
instead of the FIPA MTS. This allows for a sepamatof the 2 types of communications
between agents, and also ensures that the MTStisamalling huge volumes of non-

calculation related messages.

The event manager ensures events are processée iarder they are received. They
analyse the events received for an agent and deterimany fault had occurred. (Fault
detection stage). The final step would be to updataternal representation of the agent’s
state, so that it could be used by the next e@ntthe identification of an agent deviating

from its event pattern, the event manager can ieafredefined recovery routine.
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Event Managers are provided with event patternsrder to distinguish between correctly
running agents and agents that have deviated i@pattern, or failed. Event patterns are
created by identifying the correct running sequenican agent. The authors argue that in
order to accomplish a task an agent must followcaence of steps and this sequence is the
event pattern for that agent. These are predefinddevent managers are able to access and

use them in order to determine the current stagnafgent.

Standard Events Sequence

The diagram above displays some possible everiterps are constructed by specifying
the correct sequence of these events e.g.

C1:Events follow sequence, e.g. ...E1, E2, E3, EL B E1, E2, E3, E1, E2, E3

Event managers can be implemented as either atientselves, or as services. An event
manager would typically receive events from muétipjents, this can be decided logically
or geographically, e.g. an event manager can hbedirto a team of agents working

together, or to all agents on a particular platfoRault tolerance is provided to the event

managers by replication techniques.
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3.3.3. DARX

Traditionally, it has been proven that replicatien quite an effective fault tolerant
techniqgue. However, on a multi-agent system disted over multiple nodes each
containing large amounts of intelligent agentsjicaion can be a costly technique. Also
due to the highly dynamic nature of agents it may/bve possible to specify statically the
replication criteria of a particular agent. Ovee tbourse of its computation an agent’s
critical importance may vary. An agent that wadially not highly involved in the

computation can become the key role player inithed Steps of the calculation.

DARX (Dynamic Agent Replication eXtension) implentenan adaptive replication
technique [36], [37]. Replication criteria for eaagent (or agent type) is not specified
statically but is determined dynamically by the a$doad balancing techniques. Another
technique used to ascertain the criticity, a teaimed by the authors to denote the level of
criticalness, of an agent is to look at the comroatnon it is involved in and the types of
communication e.g. a hon-understood message wauttbbsidered a low priority while a

request or query message would be considered arhgiority.

DARX itself is implemented as a collection of jagarvices, a DARX server must be

initialised on each node of the distributed mugieat system.
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DARX Architecture [36]

The DARX server exposes a DARXTask object that nesinherited by all agents in the
system to benefit from the replication and monitgrservice offered. The replication layer
consists of the replication manager and the rejmicgoolicies. Replications of agents are
distributed throughout the network, and in the egéa failure an agent is replaced by its
primary replica. The system is also fault toleranthe event of a server failure, in this
situation the agents on the failed server are méoexhother by activating the replicas on

the other servers.
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3.3.4 SAGE

SAGE (Scalable Fault Tolerant Agent Grooming Enwinent) is also a FIPA compliant

open sourced initiative [38]. The main advantagéhef SAGE architecture is that it uses a
decentralised approach as opposed to the centtapproach used by other agent
platforms like JADE and Agent Factory. This arctitee was used in order to facilitate

fault tolerance.

Decentralisation occurs at the platform level se #gent platform itself is distributed
across multiple computers. The traditional apprdaas been to have a computer represent
an agent platform. However, this has the quite @widrawback that if a fatal error occurs
on that platform, the entire platform and therefalleagents deployed on that platform fail.
In SAGE the AMS and DF services are deployed acrosdtiple computers. Each
computer within a platform is self-contained in thense that an error occurring on a
computer does not cause failures on the other ctarguhe platform is able to continue
operating in spite of the failure of one node. Auwal container, called the Virtual Agent

Cluster, encompasses all the computers that fquhatéorm.

Stability is further enhanced by the introductidnnaultiple channels for communicating.
Messages sent between agents are sent in the eiapliant ACL format. System agents
e.g. AMS, DF communicate with each other using Remdethod Invocation. This
method has 2 advantages firstly it reduces the lmadhe Message Transport Service

(MTS) as only intra-agent communication uses tliiannel. Secondly, in the event of
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failure at the application level it is quite pogdsithat system agents such as the AMS and

DF components can continue interacting with theurterparts.

Each agent within a cluster is aware of all othggras in the same cluster. Fault detection
is achieved by the use of heartbeats being sent &b agents to the other agents. If an
agent detects that another agent has failed itrimgdhe local which confirms the agent has

failed, removes the agent from the registry andsadowg other clean up required.

In the event that an agent suspects that an ageiding on another computer has failed it
again informs its local AMS. The AMS uses its seevievel communication system to
establish whether the agent in question has agtialéd. This procedure is called dynamic
probing and is only invoked in particular situasosuch as the one described. Initially the
AMS tries to mask the error but on confirmationtthdatal error has occurred it notifies all
other agents in the VAC. This dynamic probing istedimited and does not occur

frequently due to the large communication overhaadlved in the RMI calls.

SAGE VAC [39]
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3.4 Critical Analysis

The previous section explored some of techniquésgbesed currently to achieve self-
healing in systems. In this section we will exaniine systems identifying any weaknesses

and outlining the issues the proposed health mongservice will need to address.

Sentinel Approach
The sentinel approach studied is presented aslahi@odling system; it does not address
the recovery aspect of self-healing. The main deskb are identified below: -
This approach is not scalable as it does not peogideneric architecture that can
be easily adopted by other applications. As selstinentain application specific
information they cannot be adopted by other apptios.
Another scalability issue is the use of broadcasssages, in a large system the
overhead from this approach would be large andsiasable.

Sentinels themselves are possible points of failure

Event Based Fault Management
This is also a fault management system and doedaabtwith recovery, the third stage of
self-healing. Although it does mention the faukariance (FC) stage of fault management,
the authors interpret this as the ability of a eystto keep functioning in the event of
failures. Some of the issues this approach faees ar
The predefinition of event patterns (i.e. the correnning sequence) for each agent
in the system is required; therefore it would natvide a dynamic approach which

is quite possibly a prerequisite in today’s weleonted society.
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The system is not scalable as business logic iseptein the event manager,

therefore they are not generic entities that candeel for all applications.

DARX
Implemented using services not multi-agents syst&os an actual drawback but
may limit the system with respect to its adaptigpabilities.
Agents on a failed server are redistributed actiesssystem, but no effort is made

to recover the failed server.

SAGE
SAGE provides a fault tolerant agent platform blu¢ issue of recovery again is not
addressed.
No recovery stage although it is suggested thdicegwn on other clusters could be
utilised to this effect.
As each agent is aware of all other agents in ACVheartbeats are sent by each
agent to multitude of other agents. This can pkata&rge burden on the MTS if an

large number of agents are contained in a VAC.

All Systems
One common observation for all the systems is rbat of the systems take advantage of
the proactive behaviour of an agent by trying te-@mpt failure. All the systems currently

just wait for agents to fail and then act accortjing

67



Health Monitoring for MAS Amarah Khalid

3.5 Summary

The systems discussed in this section all introddeelt tolerance behaviours in systems
by different techniques. We saw how each systenesmore sophisticated than others e.g.

DARX and SAGE, have varying levels of drawbacks.

As this research area is quite new the researcigloarried out is still in its early stages,

and as such no fully sophisticated self-healingesydor multi-agent systems exists.

All four of the examples provided address the firgb steps in the D. Ghosh et al's
procedure for self-healing, the maintenance andfah# detection. However, as we saw

only DARX fully addresses the problem by also pdavy a recovery stage.

The next section contains an analysis of the headthitoring service for Agent Factory. In

particular the section focuses on solutions tagkees highlighted in this section: -

Scalability, ensuring the proposed solution is gengnd can be easily adopted by
applications

Recovery of the application agents

Recovery of the monitoring component itself

Providing a more proactive approach, as well asgrttdtional reactive approach.

68



Health Monitoring for MAS Amarah Khalid

4  Specification / Analysis

4.1 Introduction

The purpose of this chapter is to explore the safpgke problem being addressed, and the
concepts used to resolve these issues. This chapibeoken down into several sections,
first we examine the current approach taken by tsgen Agent Factory to deal with
failures. Then the concepts and steps involved adldling self-healing capability to Agent

Factory are discussed.

This can be broken down into two separate issusslihhealing of the application, and ii)
self-healing of the healing component. In Sectiome3concluded that a common drawback
of the systems studied was that the latter aspastnet addressed. In this section we look

at both of these issues and the techniques thdieased to resolve them.

Another issue identified in Section 3 in the sadkling systems studied was that they were
not taking advantage of one of the key advantafagents, their ability to be proactive. In
the final section in this chapter we look at hovs tleature can be used to provide a more

intelligent level of fault detection.
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4.2 Current Fault Tolerant Approach

Brokering services are one of the more popular @ggres to introducing fault tolerant
behaviour in multi-agent systems. This is the systehereby individual agents contact a
broker when they require certain services [12]. Thekering agent keeps lists of the
various agents and the services they provide isyeem. Although this approach provides

some scalability and fault tolerance there are sisswees associated with this.

The below diagram shows an agent community, querthe broker agent for a particular

service, the broker agent responds with an aganhptiovides the requested service.

70



Health Monitoring for MAS Amarah Khalid

In the next diagram, the same scenario is depidtethis situation however, Agent C has
failed unbeknownst to the broker. When queried,ltaker returns Agent C as normal. In
this situation when Agent A sends a communicatia@ssage to Agent C there is a time
delay before A realises that C is not respondinguveéler, it is also possible that the failure

in C begins to affect A.

Issues in brokering approach can be summarised as:
Brokers are application specific, as they neede@Ware of the types of services
and queries they will receive, therefore a genapjgroach cannot be adopted.
Brokering agent itself does not actively monitoe #ipplication agents, therefore it
may be unaware of failed agents in the system
Brokers do not provide a scalable solution. As atey grows it may not be

possible for a broker agent to provide efficierdrsa services.
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4.3 Application Level Awareness

The previous section looked at how current systasesbrokering services to adopt fault
tolerance and identified the shortcomings of thppraach. This section looks at how
application level self-healing can be introducedAgent Factory; it is broken down into

subsections, each dealing with a stage of thehselfing process as identified by D. Ghosh

in [31].

4.3.1 Maintaining System Health

The first stage in self-healing identified in Seati3 is maintenance of the system’s health;
taking steps when the system is operating optintallgnsure that the system continues to
operate in this fashion. A popular approach fos thithe concept of replication, also used
by DARX. Replication involves taking a copy of teBgstem at certain points in time to

ensure the system can be rolled back to that state.

The key concern in replication is the resourcesiredq to maintain replicas of each agent
in the platform, particularly when the number oéats in the system is quite large. DARX
addresses this issue by using replication polimedictate which agents to replicate, and

how many replicas to maintain as well as how oftenreplicas should be created.

The proposed solution resolves this by storing oo replica of each agent; each
subsequent replica overwrites the previous oneaddition to this, the system takes

advantage of one of the key attributes of an adgkat,an agent’s current state or its world
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model is held in the form of beliefs and commitnser8toring just this basic information is

sufficient to restore the agent to a previous wuglgtate.

The monitoring component in the system is onlyespnted in part as an agent. In addition
to this the health monitoring component would neegrovide the replication service to the

application agents, as well as a means to storeefhlieas.

4.3.2 Fault Detection

Fault Detection is the next stage in the self-mgaprocess, the system needs to know a
failure has occurred in order to rectify the sitolat As mentioned in Section 3 this is often
accomplished by the use of heartbeats. This isafiproach adopted by the AF Health
Monitoring Service; all application agents sendutag heartbeats to the monitoring entity,
which in turn detects the absence of a heartbehsabsequently makes an assumption that

the agent has failed.

4.3.3 Recovery

The final stage in self-healing is the recoverytltd failed component. Once the health

monitoring service detects that an agent has fasiesghs must be taken to recover the agent.

As mentioned earlier in the replication sectionagent’s current state is a combination of

its beliefs and commitments. As the health moniigicomponent contains the most recent
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replica of the failed agent, the agent can be redtdy deleting its current state and

copying the beliefs and commitments back from tbeesl replica.

One issue with this is the failed agent may hawveupted some of its internal components
e.g. message queues. In order to ensure the nesttyred agent does not have a corrupted
state a new agent is created with the details dopiem the replica. To augment this
approach the health monitoring service uses a rasenvice to create the next agent. The
naming service is used to provide a unique namehi®mewly created agent, one that is

similar to the previously failed agent.
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4.4. System Level Awareness

The next section looks at expanding the self-hgaprmocess to include healing of the
healing component. The healing of the healing camepbintroduces a dilemma of where
to carry out the monitoring of the healing compdferhe health monitoring service could

create replicas of itself, but in the event ofdegl how would these be restored?

In [40] Wooldridge outlines the specific class gétems that are suitable to development as
multi-agent systems. The specific class of systhigklighted in this paper indicate that
multi-agent systems are decentralised and highdyriduted systems. Therefore a multi-
agent system would typically be deployed over mlédtiagent platforms. The health

monitoring service uses this assumption as thesbasits own self-healing.

In Section 2 we identified the current trend ofngspeer to peer networks to enhance
stability and adaptability. Specifically two aratitures were looked at Pastry and
Gossiping. The main drawback for the Pastry netwads its use of a centralised

registration service therefore the gossiping aechitre was used in this project.

The health monitoring service exists on each agkttorm and so using all the platforms a
peer to peer network comprised of health monitoegngties can be created. This section
follows a similar structure to that of the previaexction, first we look at the maintenance

of the system, followed by fault detection and lipnée recovery.
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4.4.1 Maintaining System Health

The maintenance of the healing component also tieegeplication approach like the
application agents with a few differences. The mame being there is no global entity
storing the replicas, instead using the gossipinghitecture each health monitoring
component randomly selects another health mongocmmponent to ‘gossip’ with. The

gossiping handshake entails both parties sendpigas of themselves to the remote party.

Replication of the health monitoring component attiffers slightly to that of the
application agents. A monitoring component is caegat of more than beliefs and
commitments; it also stores the replicas for theliagtion agents. Therefore restoring the
beliefs and commitments would not fully restore thenitor, instead a full replica is
needed containing all the elements of the monHomwever, as there is just one monitor per

platform the resource usage would not increaserexqually.
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4.4.2 Fault Detection

The health monitoring components also uses a fdrhreartbeats to detect. The gossiping
communication where the monitors exchange stat@staspreted to be the heartbeats as
sending additional status messages would justaseréhe workload of the monitor with no

additional advantage. However, this approach daes la drawback, as each monitor
randomly selects another monitor to gossip to @nsrely possible that it does not contact
some monitors for quite a large amount of time. réfare using the assumption that no

communication during a fixed amount of time indesaa failure could be incorrect.

A variant of this is used for the health monitansthe event of a timeout occurring with no

communication from a remote monitor a monitor disecontacts the remote monitor to

check its state. The lack of response to this ngessalicates a failure.

77



Health Monitoring for MAS Amarah Khalid

4.4.3 Recovery

The recovery of a health monitor is more compleanththat of the application agent.

Firstly, even though remote monitors are aware thahonitor has failed, they cannot

directly restore it as this would require them &vé access to the remote platform. Agent
Factory AMS does not facilitate remote access thezea monitor cannot directly contact

the remote AMS to inform it of the failure of thedith monitor on its platform.

To resolve this problem the health monitoring seervnakes an assumption, that all health
monitors are monitoring at least one active appbcaagent. Using this assumption a
remote health monitor is able to send notificattonan application agent on the same

platform as the failed monitor which in turn cartifyothe AMS on that platform.

The AMS then recreates the health monitoring coreptnThe newly created health
monitor can get its previous running state by cctitig one of the other health monitors on

the network.

The second issue to be addressed in restoringeal faealth monitor is deciding which

replica to use as the backup state to restore twioOsly, this should be the latest replica
created, and so all the health monitors shoulddinate and decide which monitor holds
the latest replica. Due to time constraints on ghgect it was not possible to create a
coordination technique; instead it is the healtmitas who first realises a monitor has

failed that is responsible for restoring the faiteghlth monitor.
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4.5 Log Monitoring Service

One of the characteristics of agents is their §bib be proactive, to anticipate events in
their environment and act accordingly. It was dedidhat the health monitoring service
implemented should also incorporate this charastteriso it could anticipate the failure of

agents and possible pre-empt these failures.

Typically, when failures occur there are usuallyeptions that occur that trigger these
failures. Exceptions are what human administratook for when trying to analyse the
cause of the system failure. This process can bemated, and has been automated by
many systems. Log monitoring is a standard appreadhult tolerance e.g. the Adaptive

Services Framework mentioned in Section 2 usedehimnique.

However, we propose a slightly different approazhog monitoring, instead of using log
monitoring to determine the cause for errors thge fnitoring is used to identify agent
failures that might be about to occur. Error rubes be defined by an administrator for
each type of agent in the system. The error ryesify the exceptions that are allowed to
occur for each agent, and an upper limig. Agent A can handle X occurrences of
Exception E in time TThe log monitoring service would detect when annageas in
violation of an error rule and steps can be takerettify this at this stage pre-empting an

anticipated failure of that agent.
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4.6 Summary

In the previous section we identified some issired the Health Monitoring Service for
Agent Factory should address. To reiterate, thesee wvthat the solution i) should be
scalable, useable by all applications ii) provide@e proactive approach to fault detection

iii) healing of the application agents and iv) leglof the monitoring component.

In this section we looked at how the recovery @f éipplication agents and the monitoring
components are handled in the health monitoringicer A more proactive approach to

fault detection using log monitoring was also preguh

The next chapter shows how the concepts proposetthisnchapter are designed and

implemented to create the health monitoring servides issue of scalability via a generic

architecture is also addressed in the next chapter.
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5 Design and Implementation
This chapter looks at the concrete design and imgfeation of the concepts introduced in
the analysis. The overall design of the systematients that are to be created, the services

provided by those agents, and their interactioasaplored in Section 5.1.
Section 5.2 describes the detailed implementatioth® agents and their services. The

structure of the agents, and objects that are emleand discusses the core beliefs and

messages utilised in the system.
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5.1 Design

This section deals with the design of the agents @jects needed to create a health
monitoring service for Agent Factory. The sectisrsubdivided into two subsections, first
the design of the application agent monitoring gatesn is discuss followed by the design

for the monitoring of peer monitors.

Throughout the design section we will use AUML d&ags (described in Section 2) to
show the key interactions between agents. Howeligz, to the fact that the monitoring
system also comprises of several services the AldMbgram notations have been modified
slightly from the standard approach. In the AUMBglams presented here, for clarity, the
main service interactions are shown in conjunctidth the agent interactions. The services
in the AUML diagrams are depicted in dotted linascontrast to the agents which are

represented in solid lines.

82



Health Monitoring for MAS Amarah Khalid

5.1.1 System Design

The following diagram gives a high level overvieftloe system’s components. An object
diagram is used to represent this data, althoughesof the components displayed are
actually agents and not objects. For clarity thoaghcomponents are represented here

regardless of their actual implementation.

The remainder of this design section will explarariore detail the core components in the

diagram above such as the Monitored Agent and tadthl Monitor.
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5.1.2 Monitoring Application Agents
5.1.2.1 System Agent Roles

The first task in the design stage is to identifg tarious roles that need to be fulfilled to
provide a fully operational health monitoring serezi The two main roles identified are the

Health Monitor role and the Monitored Agent role.

The Health Monitor role is responsible for monitgyithe state of all application agents on
the platform, detecting any deviations from theredr running state and restoring agents to
their previous correctly running state. This istgua large role that is split into various
components identified in the previous chapter, aitoang component to check the state
of each application agent, a replication componantpg monitoring service and the

recovery component.

The Monitored Agent role consists of the basic etutof an application that would be
monitored e.g. registering/deregistering with tlealth monitor, sending regular updates
etc. While these duties could be incorporated theovarious application agents, the health
monitoring service would be more readily adoptable applications if a base role is

provided which the applications agents could irtHeom.

High Level System Overview
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The following table highlights the various taskske&ole would be expected to complete.

Health Monitor Role Monitored Agent Role
Register Application Agent Request Registration
Deregister Application Agent Request Deregistration
Receive Status Messages Send Status Messages
Detect Failure Send Backups of Agent State
Restore Agent to Prior State
Monitor Log

Health Monitoring Role
As the health monitoring role is quite complex # broken down into several
subcomponents i) AFAPL Health Monitor Agent ii) HMlanager Module iii) Log

Monitoring Service and iv) Snapshot Service .

The diagram below displays the key components eftialth monitor in the system and

their interactions.

Components of the Health Monitor
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5.1.2.2 Health Monitor Components

AFAPL Agent

The AFAPL agent is the primary contact point foplagation agents. This agent handles all
messages sent to and received from the applicagents. The health checks and orders for
revivals are also issued from the agent. The agetiie core of the health monitor it
coordinates the activities in the module, actuatarsl perceptors to achieve its goal of

ensuring application agents are functioning colyect

Health Monitor Module

As the agent itself has no internal storage asnply perceives its environment and state
through its current beliefs and acts based on themas decided to use a module as the
storage component for this agent. The Health MorManaging Module is used for this
purpose, and is itself split into several sub sEwi The first is the Agent Manager, this
manager is responsible for storing the currentlynimeoed agents and their details such as
their statuses, last updated times etc. A sepanateager is created to deal with any User
Interface requests and lastly the Health MonitomBtger is responsible for managing the

interactions with its peers. This is discussed arardetail later in section 5.1.3.

Snapshot Service

This was implemented as a separate service, sat thvatuld run on a separate thread than
the Health Monitor Agent and therefore not hindey aommunications between the HM

and the monitored agents. The purpose of this se=ng as a replication facility, each

monitored agent can use this service to storea&plof itself at regular and/or important
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checkpoints in its execution. The Snapshot Sengadso notified by the Health Monitor
agent when an application agent fails and a flagidor this agent. Each agent queries the
Snapshot Service at the start of their iteratioclecyo determine whether it has recently

failed and needs to restore itself to a previoushning state.

Log Monitoring Service

As well as acting in response to failures the lhealbnitoring service also actively looks
for agents that may be about to fail. This is aebieby monitoring a log file generated by
each monitored agent. During the execution anyiaes or errors that are thrown by the

agent are caught and logged to an XML log file.

The Log monitoring service actively monitors this,fand determines whether any agent is
about to fail. The determination mechanism foruialis specified by a configuration file.

This file contains the threshold limits for varioegceptions and errors in a specified
timeframe. If any agent is in violation of thesden) it is restored to a prior state and a

notification sent to the administrator.
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5.1.2.3 Core Interactions

Registration

Multi-Agent Systems can be used to address higfitigal and time sensitive projects. One
key concern therefore while designing this serwes to ensure that the level of messaging
between the application agents and the health orowiuld not be a large overhead for the
system. To keep messaging to a sustainable minintwvas decided that any status
messages being sent from application agents ttv¢ath monitor could be sent without
acknowledgements and only critical messages woesdlr in responses being sent. An
example of this is the registration process; ariegion agent sends a monitoring request
to the health monitor on start-up and is sent &equest Accepted or Request Rejected

message.

AUML - Registration
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Deregistration
The de-registration process does not require aonssp the sole purpose of de-registration
is to inform the health monitoring service of thesessful termination of the application

agent and therefore no restoration is required.

AUML - Deregistration
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Restoration

By default each agent is restored upon failuredouagent can inform the health monitoring
service that it is not to be restored. In thisaitn if an agent fails, the agent is terminated
correctly (cleaning up any remaining objects),sitatus is set to failed, and its observers

notified.

The action of the Log Monitoring Service is alsovgmed by this property. In the event

that an agent is in violation of its error configtion rules and the restore property has been

disabled, the agent is not terminated and restasegould normally be the case, but instead

is left to run in its possibly failing state and asiministrator is notified of this violation.

Agent Restoration
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Although the Health Monitoring Service restoresfailled application agents, there is an
unavoidable time delay between when an agent thi#sHM realises the agent has failed,
and has carried out the required steps to redteréatled agent. To minimise the impact of
this delay agent observers’ are notified of theufai and subsequently the restoration of

the agent.

Observing

As mentioned in the analysis chapter an agent maly t@ receive alerts on the status of
other agents in the system. In this situation #ir@agent must register its interest in another
agent by informing the health monitor of this. Qssue with this is the subject agent may
not be on the same platform as the observer agedttherefore remote health monitors

may need to get involved.

As seen in the diagram, an application agent josfies its local health monitor, which

then checks if the subject agent is on its platformanother. Internally, the health monitor
keeps lists of the observers for each agent. Subgents are not notified of this process.
Therefore when a health monitor receives an obsemgsage for a local agent, it simply

adds the requested observer to the list.
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Observer Registration (Local and Remote)

In the event that the subject agent is residenaaemote platform the health monitor
notifies the remote health monitor of this obsemeguest. The remote health monitor then

handles the processing of this request.

Observer Notification (Local and Remote)
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5.1.3 Peer Health Monitoring

The gossiping peer to peer network architecture wgasl to introduce fault tolerance and
restoration facilities to the health monitoring qmment itself. The basic assumption
underlying this approach is that multi-agent systeare distributed decentralised

applications, and therefore an ideal environmenpéer to peer networking.

The basic principal is that each health monitavisare of and can monitor all other health
monitors. In line with the gossiping architecturecle health monitor would periodically

select another health monitor to synchronise wiitdh the two would exchange states.

This section will illustrate the main interactiomsolving the gossiping health monitoring

network such as network discovery, gossiping agtiand restoration.

93



Health Monitoring for MAS Amarah Khalid

5.1.3.1 Core Interactions

Network Discovery
The first issue to be addressed in constructingea petwork of health monitors was how

the health monitors would discover the other heafibnitors on the network. Agent
Factory DF does not provide a service returningagénts on a network, so this had to be
implemented within the health monitor service. Ppheposed solution was that each health
monitor on initialisation would be told about onter health monitor on the network. In
this way then as the health monitors gossiped arttemgselves each health monitor would

become aware of all other health monitors.
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Gossiping

Health Monitors communicate using another commuignachannel in addition to the

ACC provided by the platform. As the replicas be@smghanged by health monitors are
serialised objects it was more beneficial to uskedicated communication channel. This
communication channel is provided using Socket€hBgealth monitor has a dedicated
port through which it can communicate to all othealth monitors. The main advantage of
this approach is it does not add extra workloadht® ACC using up valuable agent
resources. The diagram below shows the communicahannels used by the various roles

in the system.

System Communication Channels
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The following AUML diagram illustrates the sequerafeevents that occur when health monitors
are ‘gossiping’ (exchanging states). First theidtitg health monitor notifies a remote health
monitor of its intent using the FIPA ACC. The iatiihg health monitor then opens its socket
communication port and waits for a message fromrémeote health monitor. The remote health

monitor connects to the port specified in the ACkssage and the monitors exchange states.

Gossiping Protocol
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Recovery

The next question addressed was the question ofhiealth monitor restoration would be
achieved. The solution to this makes an assumptianheach health monitor is monitoring
at least one active application agent. Using tlisumption then the restoring health
monitor would retrieve the address of one of thiedahealth monitor’s application agents
and send a FIPA ACL message to this agent. Thacapiph agent would then in turn
notify the AMS and the health monitor would be agstd. The application agent would
notify the newly created health monitor about ésent failure, and to get its previous state
from the detecting health monitor. The health namdn receiving this message would

contact the remote health monitor and restordadte s

This approach was required as there was no wag Faralth monitor to communicate with
the remote AMS. This problem could be resolved ufwsther integration of the Health

Monitor Service and the AMS.

Health Monitor Recovery
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5.2 Implementation

5.2.1 Introduction

The implementation section follows a similar sturet to the design section of this
document. The implementation of the Health Monitgragent monitoring the application

agents is discussed, followed by the implementatidhe HM peer to peer network.

First though, we lay some of the groundwork for ttmmcepts introduced later in this
section. In section 2 the concept of ontologieAgent Factory was introduced. As an
introduction to this chapter the following tableopides a quick summary of the ontology

used by the agents.

Term Description

agentType Belief stating the definition of the agemised for recovery
registerAddressBook Belief to register the agetistact details in address book service.
addMonitoredAgent Add agent to its monitored listésponse to a register event
sendMessage Sends message to the specified mdrageat

deleteMonitoredAgent | Remove monitored agent

registerObserver Register the requesting agem abserver of the specified agent
registeredObserver Inform agent that it has begistered as an observer

updateStatus Update the status of an agent inmespo receiving the status message
checkStatus Check for failure of any agent

notifyObserver Notifies an observer agent of tlagust change event

recoverAgent Set restoration property in respoosedquest received from agent

HMCommunicationTest Contact remote health monitor to check if its dtiictioning

HMCommAck Acknowledge health check from monitor

sendingHMUpdate Inform remote health monitor thgbsasiping channel should be opened
sendAgentStatus Belief to send status to healthtoran each iteration

createBackup Belief to create a replica
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5.2.2 Monitoring Application Agents
5.2.2.1 Core Interactions

Registration
Upon initialisation a MonitoredAgent registers witte AddressBook Service, the Snapshot
Service and the HealthMonitor agent. To registéhwhe health monitor a request is sent: -

BELIEF(REGISTERHM(parameters)) & BELIEF(RegisteW¥dhHealthMonitor)=>
COMMIT(?self, ?now, BELIEF(true),request(monitorAxge,register(?message,?restart)));

The Health Monitor receives the registration reqaesl processes it, adding the requesting
agent to its list of Monitored Agents. This listmsintained in the AgentMonitor Module.
One of the parameters of the register requesesdrt’, this indicates to the HealthMonitor
whether to attempt a revival of the agent in theng¢\of a failure. Once the registration

process has been completed the HealthMonitor semdsknowledgement to the agent.

Heartbeats
Following the acknowledgement received from thelthelslonitor an agent starts sending

its status.

BELIEF(SendAgentStatus(?name, ?address)) =>
COMMIT(?self, ?now, BELIEF(true),inform(monithgent, Status(Active)));
This status message is sent to the Health Monytahé application agent on each iteration
of the AFAPL (agent definition) file. The belief éBdAgentStatus’ is adopted through a
perceptor which perceives whether the agent hasessfully registered with the Health

Monitor and adopts the belief accordingly.
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As well as sending the status message to the HbMHittitor the Agent also has to store
replicas with the Snapshot Service. This behavisulachieved through an Actuator
(createBackup), which is executed every 5 iteratiaor on specific invocation of the
actuator. The recovery option also dictates thdopmance of this backup service, it is

ignored if the option has been disabled.

BELIEF(RegisteredSnapshotService) =>
COMMIT(?self, ?2now, BELIEF(true) createBackup);

Observing
An application agent can register its interesthia status of another agent, or a group of

agents by informing the HealthMonitor of this.

BELIEF(RegisterObserver(?subject,?address, ?old¢anmee, ?0bserverAddress)) =>
COMMIT(?self,?now, BELIEF(true), inform(monithgent, RegisterObserver(?subject,?address,
?observerName, ?observerAddress)));
The subject parameters specify the agent to benadaseand its address. The name can be

either the actual name of the agent or the tygeefgent in order to observer all agents of

that type. The observer agent is notified of anlyfas on the subject agents.

The above functions are those that are inheritedllbgpplication agents. These functions
are kept to a minimum to ensure as small a worklaagossible to avoid causing any
difficulties for systems with regards resource shges (such as time, memory) and

complexity.
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The Health Monitor is the core processor in thetesys it keeps an internal list of the

agents being monitored, their details such as venethey need to be restored, any

observers they have and carries out regular sthtesks. The health monitor agent calls the

checkStatus Actuator to initiate the status chdoksall registered agents. The status is

assumed Active once a message has been receivedifrapplication agent during the last

30 seconds. If a failed agent is found the 8 sesporation procedure outlined below is

commenced.

Restoration Procedure:

1.

2.

Failed Agent is terminated — to ensure no rogumergs remaining in system

Agent Status is set to failed (or restarting.. peteding on state of restoration flag.
Observers are notified of an agent’s failure antified of whether the Health Monitor
intends to try to restore this failed agent. Thasgmeter is set by each application agent
on registration. If the agent is not to be restdhedsteps 5-8 are not executed.
Snapshot Service is notified of failure of applicatagent

Agent is recreated

New agent contacts the Snapshot service and chduiher it is being restored. This
action is carried out by all application agentthatstart of their iteration.

Agent restores its state from the last saved btatnapshot Service

Agent has now reached its last known working staté can resume working
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As mentioned in the analysis stage an agent statebe culminated in its beliefs and
commitments. However, some agents may be develapedore complex entities and can
contain modules which store persistent data. Irerotd fully restore an application agent
any associated modules also have to be restoredhosiles are typical java objects the
same concept of storing beliefs cannot be appliediead, an abstract interface
MonitoredModulds provided, with a restore method. A developer @eerride this method

to define any module specific restoration.

The above describes the actions of the Health Mong Service in the event of not
receiving Status messages from the applicationtagée Health Monitoring Service also
actively looks for possibly failing agents. All dgation agents perceive and act through
their perceptors and actuators. The base clasthéoPerceptors and Actuators has been

extended to log any errors and exceptions thatroccu

The Log Monitoring Service, like all other platforservices, is started when the platform is
initiated, and its first task is to load up the figaration file. The configuration file
contains the error limitations that each agent nmust exceed, an extract from this
configuration file is shown below. The Service tratively monitors the log file created
by each agent to ensure that no error rules atateth In the event that an agent does start
throwing exceptions regularly and therefore excebddimits set in its configuration file,
the Service alerts the Health Monitoring Servicaclrestores the agent to a previously

running state (same procedure as described abovine case of agents where recovery is
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not required, the Health Monitoring Service simplytifies the administrator of the error

but no further action is carried out.

<Agent>
<Type>TestApp/Agents/networkAgent.agenipd>
<Exceptions>
<Exception>
<Name>PrintMessageError</Name>
<Level>High</Level>
<NoOccurrences>5</NoOccurences>
<TimeDuration>300000</TimeDuration>
</Exception>
<Exception>
<Name>Exception</Name>
<Level>High</Level>
<NoOccurrences>4</NoOccurrences>
<TimeDuration>300000</TimeDuration>
</Exception>
</Exceptions>
</Agent>

Error Configuration File Extract
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5.2.2 Health Monitor Gossiping Network

On initialisation a Health Monitor is not aware afy other Health Monitors on the
network. This is a limitation of the current systémat it is not able to automatically detect
other Health Monitors on the network. The user gs@ the Health Monitor User Interface

to inform the Health Monitor of other Health Monisoon the network.

Once the user inputs the address details of anb#adth monitor, a message is sent from
the health monitor to the remote health monitorisTdommunication initiation message

contains the sending health monitor’'s address pandcommunication details.

BELIEF(SendUpdate(?name, ?address, ?message)) =>
COMMIT (?self, ?now, BELIEF(true), inform(remddenitor, HMUpdate(?message)));

On receiving this message the recipient Health kdonknows that the sender Health
Monitor is awaiting communication on the speciffgatt. A channel is opened between the
two, and they exchange states. Both Health Monitoes examine the state received and
add any Health Monitors that they were previousigware of to their own internal lists. In
this way then, each Health Monitor builds up knalge of the Health Monitors on the

network.

Each Health Monitor is aware of the fact that @ regularly create backups of itself and
send a copy of this backup to other health monorshe network. During each iteration a
health monitor evaluates whether this iteration Midae a good time to send a backup. If it

decides it needs to save a remote backup the Hb&ithtor randomly selects another
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Health Monitor to “gossip” to from its internal lisit sends a FIPA ACL message to the
selected Health Monitor with its port details. Tleeeiving Health Monitor connects to the

socket channel at the specified port and the tvobh@xge states.

Also on a per iteration basis each health monitegcks the status of all other health
monitors on the network. A perceptor examines &sé Update time of each health monitor,
and determines whether this exceeds the configseedime. If an update has not been
received from a health monitor during this timeddes not automatically mean that the
Health Monitor has died, as each Health Monitordsenpdates to a randomly selected
Health Monitor. Therefore it is quite possible thia¢ current Health Monitor has just not
been selected as the gossiping partner. The HMssar@ommunicationTest message and
waits for 30 seconds for the acknowledgement.

/I send communication test message
BELIEF(ContactHM(?name,?address)) =>
COMMIT (?self, ?now, BELIEF(true), request(reeionitor, HMCommunicationTest)));

/I on receiving a communication acknowledge message
BELIEF(fipaMessage(inform,sender(?name, remoteMoyiHMCommunicationACK))=>
COMMIT(?self, ?now, BELIEF(true), ReceivedHMAGKkame, ?address)));

If the acknowledgement is not received, then tla¢ustfor that Health Monitor is set to
failed, and all other Health Monitors are notifiedl this failure. All Health Monitors
receiving this notification set the status of thealih Monitor to ‘failed’ on their internal
lists. They then stop checking the status of tleiglth monitor until they receive a message

from the restored health monitor.
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The discovering Health Monitor also sends a mestaga application agent on the failed
Health Monitor platform, who in turn notifies thefs, and takes responsibility to ensure
the failed Health Monitor component is restartedc®the health monitoring component
has been restarted, the application agent seras#ssage informing it that it had failed,
and also sends it contact details for the detedteglth Monitor. The newly restored

Health Monitor contacts the health monitor at thecsfied address and asks for its previous

running state.

Health monitor receives a RestoreState messagednoraviously failed health monitor.

/I message received by newly created HM from appiba agent
BELIEF(fipaMessage(inform, sender(?name, addre®add(ess)), RestoreState(?oldHMName,
?informerName, ?informerAddress))) =>
COMMIT(?self,?now,BELIEF(true),RestoreHM(?oldHMNayPieformerName, ?informerAddress)));

Health monitor sends its socket communicationsilde@new health monitor

/I HM then sends a message to HM requesting itaquie state — port specified as objects sent usbogets
BELIEF(SendPreviousState(?name, ?address, ?port)) =
COMMIT(?self, ?now, BELIEF(true), inform(monitor,\RestoreState(?port))));

Previous failed health monitor receives the messagennect to the socket port.

/I Receiving HM receives a message — and openbamel at specified port
BELIEF(fipaMessage(inform, sender(?name, addre®add(ess)),HMRestoreState(?port)))=>
COMMIT (?self, ?now, BELIEF(true), SendPreviotet8(?name, ?address,?port)));

At this stage the two health monitors connect usirggdedicated socket channel and the

prior running state is passed to the previoushedahealth monitor.
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6  Walkthrough

6.1 Introduction

The purpose of this chapter is to demonstrate fwhwutld a multi-agent system in Agent
Factory to take advantage of the developed heatthitoring service. First we give a brief
overview of the test system to be implementedpfedd by the key extension points that
an application system must adhere to in order tomomitored. The final subsection

contains a runtime simulation of the system withagient platforms.

Unfortunately due to the lack of a large scale-best system with which to incorporate the
implemented health monitoring service it was nosgiloe to carry out a full scale
evaluation. The current implementation providesesavuser facilities via which the user
can manually inject faults into the application migand view the results. These will be

discussed in more detail later in the chapter.
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6.2 Document Handling Test System

6.2.1 Design Objectives

To create a monitored environment that reacts iorganised and co-operative way as to
facilitate the filing, cleaning and co-ordinatiom scanned documents. The system will
contain agents that interact with each other toieaehthe belief that negotiating and
communicating amongst themselves will achieve tlggial. Their goal is defined as
cleaning and filing any new batch of documentshia tastest possible way and ensuring

that they communicate when help is required.

6.2.2 Fundamental Structure

The system will essentially have four main compdsiewith the Watcher and Helper
Agents controlling the environment, the top levgémris. They will have a close working
relationship in order to keep the system runninficiehtly. They are responsible for
creating Network Agents that clean up their regpeatetwork shares. These Agents will
ask the Helper for aid if it the amount of docunsemrgiceived exceeds a certain threshold. In
response to this request and based on the ratioh#ihe system, a Network Helper Agent
will be created. The life cycle of this agent wikpend on the threshold set by the system

i.e. when it has finished helping it is destroyed.

108



Health Monitoring for MAS Amarah Khalid

System Components

Watcher Agent

Duty —

When system starts poll the XML file for werk share addresses.

Task — When a new file share is detected, inforenhidlper agent.

Life Cycle — Created when the application staréstbyed the when the application

is closed

Helper Agent

Duty
o]

o

Respond to requests from the Watcher Agent.

Create Network Agents if no agent has been assignée: network share.
Maintain a global list of current network shares agents assigned to them
Respond to help requests from Network Agents. @rdafent Helpers for

the Network Agents if they require help maintainthgir network share.

Task — Create, delete or suspend Agent Helpeheyf &re no longer required

Life Cycle — Created when the application staréstiyed the when the application

is closed

Network Agents — 1-* may exist

Duty

o Poll the network share for any new document batches
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o If network share becomes overloaded, ask Helpen®ige help

Task — Read XML control file, file associated scashinmage and update the

database with the document details

Life Cycle — Created when the Helper Agent is tofda new network share,

destroyed the when the network share is either vethor cant be resolved

Network Helper Agents — 1-* may exist

Duty - Poll the network share for any new docummaithes, based on the settings
provided by the Helper Agent

Task - Read XML control file, file associated scadnimage and update the
database with the document details

Life Cycle — Created when the Helper Agent receigebelp request from the
Helper Agent, destroyed the when the network stsacgean or network share is no

longer available
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6.3 Building a Monitored Application

This section highlights the key extension pointst thave to be adapted by the developer.
Most of the changes required are straightforwasdolgect oriented inheritance technique

can be used to inherit key behaviour.

6.3.1 Inheritance

First all application agents must extend the BasicitbredAgent instead of the other basic

agent roles provided in Agent Factory. First linghie agent definition file would be: -

IMPORT HM.Agents.BasicMonitoredAgent;

Actuator java files must extend the HMBaseActuatstead of the Actuator class provided

by default in Agent Factory and similarly Perceptotust extend the HMBasePerceptor.

class testActuator extends HM.Actuators.HMBaseActur { ... }
class testPerceptor extends HM.Perceptors.HMBaseR=ptor { ... }

111



Health Monitoring for MAS Amarah Khalid

6.3.2 Informing Health Monitor of Agent Type

In addition to these inheritance classes all agenist also adopt a belief which specifies
the agent type (the definition of the agent). Tisigmportant for the health monitoring
agent to ascertain the definition file from whi@hrecreate this agent if it fails. This is a
shortcoming in the current implementation of AgEattory where the type of the agent is
not stored on creation but is easily rectified bydifying the AMS to store this
information. In the meantime though all agents nieechanually set their type; an actuator
is provided as part of the Health Monitoring Seevio adopt this belief each agent in their
definition file need to call this action preferabiythe first iteration. An example is given

below: -

COMMIT(?self, ?now, BELIEF(true), agentType(TestApp/Agents/helperAgent.agent)

6.3.3 Setting Recovery Option

In some situations an agent may not want to benedtif it fails, e.qg. if its work is not
critical, or if the application wants to handle #nent itself. In this situation an agent can
inform the health monitor that it does not neetieéaestarted, the agent may wish to still be
monitored for the observing facility etc. An agemeds to send a message to the health
monitoring agent. If the agent wishes to change Iblaick, it just needs to substitute true in

the message.

RestartRequired(false)
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6.3.4 Observing

One feature provided by the Health Monitoring Sevi described in the previous sections,
is the ability of an agent to register as an oleefer another agent and subsequently
receive notifications when the status of the olesgtiagent changes. In order to avail of this
service an agent needs to register as an obsemedrio this effect a belief has to be
adopted. The communication messages are handlde byealth Monitoring Service.

BELIEF(RegisterObserver(?monitorName, ?monitorAddress, ?subjectName,
?subjectAddress, ?observerName, ?observerAddress)

The belief adopted ‘RegisterObserver’ expects patama for the health monitoring agent’s
name and address and the name and address ohbalédnt to be observed (subject) and

the observer.

In the event of the status of the observed ageahgihg all observers are notified. A
message in the format below is sent. The subjestifips agent that failed, newSubject is
the new contact details of the agent (same if flerénce), and the message stores the new

status.

Notify(?subject, ?newSubject, ?message)
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6.3.5 De-registering from Health Monitor

In the event that an agent is terminating naturiedlyit has achieved its goals, in order to

ensure that it is not restarted it needs to detegiom the health monitor first.

inform(agentID(?monitor, address),CancelRegistratio)

6.3.6 Using the Address Service

Finally, in order to send the messages specified@bhe name and address of the recipient
agent is required. The Address Book service preval@aming service to Agent Factory,
all monitored agents register with the service oitialisation. Methods are provided to
retrieve agents specifying either their name oirttype. These can be called as regular

java methods e.g. from actuators or perceptors.
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6.4 Deploying the Test Application

6.4.1 Introduction

In this section a runtime demonstration of the tggtlication and the health monitoring
service is provided. The User Interface displayednie provided by the Health Monitor.
We will initialise the system with six platformsa&h platform contains its own health

monitoring service, and each platform containsraabée number of application agents.

6.4.2 System Overview

The screenshot below gives a graphical overvieth@fplatforms, and the agents deployed

within that platform.
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6.4.3 Monitoring Application Agents

In the following screenshot the agent tab is sholinis tab displays the application agents
deployed on that platform that the health moniwractively monitoring. The specific
details for each agent are displayed on the sub-tabthe right. The two buttons at the

bottom provide the user with a manual fault inj@etroutine to test the system.

The Failure details tab shows the failure histofyan agent, as demonstrated by the
screenshot below in which networkl failed (by manimervention), the agent was

restarted successfully as network3.
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The Error details tab shows the Error Rules thaegothat agent i.e. the exceptions it can
throw and the limits of those exceptions. In theeenshot networkl is allowed to throw a
generic exception four times within a five-minuteration. After it reaches this limit the

health monitor restarts and restores the agentieffort to prevent further exceptions /

failures.
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6.4.4 Monitoring Health Monitors

The below screenshot shows a health monitor datgtiiat one of the network of six has
stopped responding. The platform itself is highieghin red, the agent statuses are not
updated as the entire platform has failed and thexeno information is available on the

status of these agents.

As shown in the above screenshot the health moaitplatform testApp3 has detected that
the testApp1l health monitor has failed, therefotakes steps to recover the failed monitor.
The screenshot below is of the Agent Factory debugdnich shows the monitor has been

recreated as monitor2.

118



Health Monitoring for MAS Amarah Khalid

The following screenshot depicts the failed heatibnitor recovered, seen by the health

monitor has again detected the other health manitothe network.

It has also recovered its state with regard toagh@ication agents it was monitoring. It is

again monitoring the same application agents asgltked up their latest status.
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6.4.5 Observers

The last interaction we demonstrate is that ofdhservers. In the below screenshot the
network agents are monitored by both the local drejgent, and also one other remote

helper agent.

On failure of an observed agent the observer agendtified of the failure. If the agent was
restarted this is also indicated to the observentgn the below screenshot the helper

agent is being notified that the Network1 agent fagldd, and has been restarted.
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6.5 Summary

In this section we presented a step by step preedduimplementing a self-healing multi-
agent system in Agent Factory. Screenshots of yseem at various stages of running

optimally, failing etc were illustrated.

As mentioned previously, a full scale evaluationswaot possible in the timeframe

available as a sufficiently large scale applicatiath which to integrate was not available

and would have to be developed.
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7  Conclusions / Future Work

7.1 Overview

This chapter summarises the work done in this $he€Bne next section suggests some
future expansions of this project, highlightinguré avenues of research. The final section
contains a review of the chapters in this thesisnrearising the main concepts and

achievements of each chapter.

Autonomic computing advocates the development ibinsanaging systems, in an attempt
to deal with the increasing problem of growing cdempgy in IT Systems. The self-
managing systems are achieved by a set of selhctaaistics. In chapter 2 the growing
trend of using multi-agent systems to provide tbk* scapabilities of autonomic systems
was highlighted. This trend occurs due to the eocbdradaptability of agents as compared

to traditional objects.

This thesis dealt in particular with the self-heglaspect of autonomic computing and the
introduction of this capability into a multi-agesystem providing self-healing at an
application level as well as a system level. Theteay developed addresses some of the
issues found in some comparable systems namelgrtwesion of a generic architecture,

scalability, local and global level recovery.
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7.2 Future Work

This section looks at some further work that cancheied out in this project. Firstly,
before this approach can be adopted a case stuthe afystem would have to be carried

out; evaluating fully the performance of the systamd highlighting any areas of concern.

In addition to a full evaluation several enhancetmeran also be made to the existing
system. The main disadvantage of the current sys¢ethe lack of a global directory
service. In order to join the peer to peer netwaitkealth monitor is required to know the
address of one other health monitor already inrtbigvork. Although the system shows
great adaptability in the maintenance of the netwtiris adaptability is limited by the fact

that the creation of the network is not truly dymam

Currently, the restoration procedure for a healtbnitor is carried out by the health
monitor that discovers the failed health monitopi€ally, the health monitor that
discovers the failure may not contain the lategptica of the failed health monitor. The
system could be enhanced to incorporate a coordmatgorithm which ensures that the

failed health monitor is restored with the statenfrthe latest replica.

Another aspect that could be enhanced is the gleh&drprise user interface. At the
moment, each platform’s health monitor has its dwaal user interface which depicts the
network from that health monitor's perspectivewibuld be advantageous to have one
central user interface which could be used by amimidtrator to manage the entire

system’s platforms, all the health monitors andiappon agents.
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The Log Monitoring service provided by the systeould also be extended. Application
agents in violation of their error rules are auttoadly restarted and restored to a prior
state. This automatic restart could be enhancedllbowing administrators to specify the

actions to initiate upon violation of the error¢esu

In addition to this, an automatic performance eathg service could be provided to
perform real time checks on the runtime recordaaheagent and analyse its performance.
This could assist in identifying patterns of ageht fail frequently. System administrators

could be notified of these findings.

7.3 Conclusion

In this section we review the main concepts andiexeiments of each chapter, and

summarise the goals of this thesis.

Chapter 2 provided an overview of the researchsaodéautonomic computing and agent
oriented computing. The increasing trend of usingltikagent systems to introduce

autonomic behaviours into systems was highlighted.

Chapter 3 studied some of the techniques usedlbliesading systems today. In particular

we looked at SAGE, a development framework for ragent systems that provided fault

tolerance, and could also be extended to providevey.
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Chapters 4 and 5 elaborated on the approach ussslédop the health monitoring system
giving detailed insights into its design and impésration. In particular the issues
highlighted in section 3 were addressed. The geragthitecture of the developed system
enables it to be adopted by all applications arel wse of minimal resources, only

replicating beliefs and commitments, used by tloggot ensures it is scalable.

Most of the self-healing systems mentioned in thisis provided application level self-
healing but this capability was not provided atyastasm level. The developed system
addresses this problem by the use of gossipingh@abnitors. Although gossiping is
becoming more popular in the development of ped&wards it has not specifically been
used in this context before. The developed prdjeamtefore shows the feasibility of using a

gossiping network to ensure the stability of anmagetwork.

The last issue raised in section 3 and address#thisof proactive fault tolerance. This
project suggests a log monitoring approach by wlagknts can anticipate failures and
actively pre-empt them. Log monitoring is quite established technique but is usually

used to analyse the cause of errors not to pradiate failures using guidelines.

In conclusion, the proposed system demonstratesidbdity of the proposed approach to
self-healing. A centralised health monitoring seevideployed on each platform is
sufficient in providing a self-healing capability tnulti-agent systems. Creating a global

peer to peer network of gossiping health monitoovides stability of the global network.
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